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Abstract— This research aims to address the class
imbalance problem in fraud detection using hybrid
resampling  techniques, specifically ~SMOTE-Tomek,
combined with Random Forest classifiers. Imbalanced data
in fraud detection tasks can severely hinder model
performance, resulting in poor detection of minority (fraud)
cases. By employing SMOTE to oversample minority class
instances and Tomek links to clean the borderline majority
class samples, this study evaluates the effectiveness of this
hybrid method in improving classification metrics. Using a
benchmark credit card fraud dataset, we compare the
performance of Random Forest models with and without the
hybrid sampling approach. The experimental results show
that SMOTE-Tomek significantly enhances recall and F1-
score without sacrificing accuracy. This finding underscores
the importance of using appropriate resampling strategies
for improving model robustness in fraud detection.
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. INTRODUCTION

In the modern digital era, cashless transactions—
particularly credit card usage—have become an integral
part of daily financial activities. However, the
convenience of digital payments is accompanied by a
growing threat: credit card fraud. Fraudulent activities not
only result in significant financial losses but also
compromise user trust and the integrity of financial
systems. As a result, detecting fraudulent transactions
early has become a critical priority for banks, financial
institutions, and digital payment providers.

One of the core challenges in building an effective
fraud detection system is the class imbalance problem,
where the number of legitimate transactions
overwhelmingly outnumbers fraudulent ones. This
imbalance causes classification models to become biased
toward the majority class, often failing to recognize
patterns associated with the minority (fraud) class [1], [3],
[7]. Consequently, the rate of false negatives increases,
meaning more fraudulent transactions are misclassified as
legitimate, which is especially dangerous in financial
contexts.
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To mitigate this problem, various resampling
techniques have been introduced, primarily oversampling
and undersampling strategies. Among these, SMOTE
(Synthetic Minority Oversampling Technique) is a widely
used method that generates synthetic samples of the
minority class based on the feature space of nearest
neighbors [2], [4], [9]. Studies have shown that SMOTE
significantly improves recall and F1-score, making
classifiers more sensitive to fraud instances [6], [8].

Nevertheless, SMOTE on its own can introduce
overfitting, particularly when dealing with noisy or
borderline data. To address this, hybrid sampling
techniques such as SMOTE-Tomek have been proposed.
In this approach, SMOTE is used to oversample the
minority class, while Tomek Links are used to remove
ambiguous samples from the majority class, enhancing
data quality and reducing overlap between classes [10].

In terms of classification algorithms, Random Forest
has gained popularity in the fraud detection domain due to
its robustness, ability to handle high-dimensional data, and
strong generalization capabilities [1], [5]. Several studies
confirm that Random Forest, when combined with
SMOTE or hybrid sampling methods, yields superior
performance compared to traditional algorithms [2], [7],

(8].

Based on this foundation, the present study proposes
the use of SMOTE-Tomek hybrid sampling in
combination with the Random Forest classifier to improve
fraud detection performance. The model is evaluated on a
widely used benchmark credit card fraud dataset using
standard performance metrics such as accuracy, precision,
recall, and F1-score. The goal is to examine the extent to
which hybrid sampling techniques enhance the model’s
ability to detect minority class instances without
compromising overall classification performance.

Several studies have addressed class imbalance in
fraud detection using resampling methods and ensemble
classifiers.

Sundaravadivel et al. [1] investigated the effectiveness
of Random Forest and SMOTE for detecting fraudulent
transactions, achieving high accuracy (99.5%) and recall.
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Their findings highlighted Random Forest’s robustness
and SMOTE’s usefulness in balancing minority classes.

Oluwatoyin and Akinola [5] designed a real-time fraud
detection system combining SMOTE and Random Forest,
which achieved 97% accuracy and integrated real-time
notifications using Twilio. Their approach validated the
practicality of hybrid resampling in operational systems.

Marimuthu et al. [6] developed a hybrid ensemble
model combining Random Forest and XGBoost,
augmented with SMOTE, to minimize false negatives.
Their results demonstrated improved recall and F1-scores,
showing SMOTE’s effectiveness in maintaining
sensitivity in fraud detection.

Samant et al. [2] emphasized Random Forest’s
superior performance over Decision Tree and Logistic
Regression in fraud detection scenarios, especially when
enhanced with SMOTE. They noted that Random Forest
with SMOTE improved precision and recall to 91% and
81% respectively, supporting its applicability in
imbalanced environments.

These studies collectively support the hypothesis that
combining ensemble models like Random Forest with
hybrid resampling techniques such as SMOTE-Tomek can
significantly improve the detection of fraudulent
transactions.

1. METHODS

This study uses the Random Forest classifier integrated
with SMOTE-Tomek to mitigate class imbalance. The
key steps include:

1. Data Preprocessing:
- Use a credit card fraud dataset with significant
imbalance (fraudulent cases < 0.2%).
- Apply normalization to continuous attributes.

2. Resampling Strategy:
- Apply SMOTE to synthetically generate minority
class (fraud) samples.
- Apply Tomek links to remove borderline majority
class (non-fraud) instances, reducing overlapping.

3. Model Training:
- Split dataset (70% training, 30% testing).
- Train Random Forest classifier on:
- Original (imbalanced) data
- Resampled (SMOTE-Tomek) data

4. Evaluation Metrics:
- Accuracy
- Precision
- Recall
- F1-Score
- Confusion Matrix

The process flow is summarized in Figure 1, showing the
transition from preprocessing to evaluation.
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Fig. 1. Method Proposed Chart

I1. RESULT AND DISCUSSION

4.1 Dataset Description

The dataset used in this study is the well-known Credit
Card Fraud Detection Dataset from Kaggle. It contains
284,807 transaction records, of which only 492 are
fraudulent, resulting in a highly imbalanced distribution
with fraud cases representing only 0.173% of the data.
This severe imbalance poses significant challenges for
classification models, as they tend to favor the majority
(non-fraud) class. A summary of the dataset is provided in
Table below.

TABEL 1 Dataset Description

Feature Value
Total Transactions 284.807
Non-Fraud Transactions | 284.315

Fraud Transactions 492
Fraud Percentage 0,173%

4.2 Data Preprocessing

Before applying classification, the dataset underwent
several preprocessing steps. Since the majority of the
dataset features were anonymized using PCA, only two
features—Amount and  Time—required  standard
preprocessing.

The Amount feature was normalized using standard
scaling to bring all values into a comparable range and
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reduce the impact of extreme outliers. The result of
normalization for a sample of transactions is shown in
Table 2.

TABEL 2 Dataset Preprocessing

Transaction ID Original Amount Normalized
Amount
1 149,62 0,52
2 2,69 0,01
3 378,66 1.00
4 123,50 0,41
5 69,99 0,81

4.3 Resampling with SMOTE-Tomek
To address the issue of class imbalance, the SMOTE-
Tomek hybrid sampling method was applied to the
training set. SMOTE was first used to generate synthetic
samples for the fraud class, increasing its representation to
match the non-fraud class. Following this, Tomek Links
were applied to remove ambiguous borderline samples
from the majority class, thereby reducing overlap and
improving class separability.

The impact of SMOTE is illustrated in Table 3,
showing that the minority class was increased from 394 to
227,451 instances, effectively balancing the dataset.

TABEL 3 Resampling with SMOTE-Tomek

Class Before SMOTE | After SMOTE
Non-Fraud (0) | 227.451 227.452
Fraud (1) 394 227.451

The performance comparison between the original and
SMOTE-Tomek sampled datasets is shown in the
following:

TABEL 4 Performance Comparison

Model Accuracy | Trecision | Recall | F1Score
RF (original) | 0,9952 0,91 0,62 | 0,73
RF+SMOTE | 0,9938 0,88 0,89 | 0,88
RF+SMOTE- | 0,9941 0,90 0,91 | 0,905
Tomek
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Figure 2. Comparison of model performance metrics
From the chart, it is evident that:

- The original model, despite its high accuracy, has the
lowest recall, indicating poor fraud detection
capability.

- The SMOTE-only model improves recall significantly
but shows a slight trade-off in precision

- The SMOTE-Tomek model achieves the most
balanced performance across all metrics, confirming
that the removal of borderline noise enhances
generalization.

The Random Forest with SMOTE-Tomek consistently
outperformed other configurations in recall and F1-score,
which are critical in fraud detection. Although accuracy
slightly decreased, it remains within acceptable limits, and
the increased recall indicates better detection of rare fraud
cases. The confusion matrix also shows a reduction in false
negatives, addressing the core issue of imbalance.

V. CONCLUSION

This study demonstrates that the integration of SMOTE-
Tomek with Random Forest significantly improves the
performance of fraud detection models, especially in
recognizing rare fraudulent transactions. Compared to
baseline models, SMOTE-Tomek increases recall and F1-
score, which are essential for minimizing financial risks
due to undetected fraud. Future work may focus on
integrating other hybrid resampling techniques such as
ADASYN or combining with deep learning models for
comparative analysis.
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